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Accountable Digital Identity Association



New community based on Web3.0 and Trusted Digital Identity is the one of key parts

• Work

• Play

• Communicate

• Socialize

• Mall

Metaverse:  Digital Identity



Digital Landscape:  Fraud & Disinformation

Disinformation & Fake NewsCyber Attacks & Fraud



Root Causes

Identity theft Faking an identity Personal data theft

Majority of the fraud, whether in the physical world or 
digital world can be directly linked to:



• Digital World no longer can be / should be treated differently 
than physical world

• No solution has trust source as foundation for online identity 

• We have pushed the Digital World too far in to Anonymity
and Privacy while neglecting Trust and Accountability

• Local trusted identities not recognized across regional 
boundaries – eg.: SSN, EU, Aadhaar, China Global ID, etc.

Lessons Learned



ADIA Vision
In the digital world, just as in physical world, 
Security & Privacy are fundamental rights of the 
User, but Trust and Accountability are necessities 
for a functioning business and society. 



Unique Digital Address for each user
• Given by a trusted Issuer
• Bound to human attributes
• Secured by Biometric authentication (FIDO)
• Connects all User Identity and attribute data from 

different sources
• Enables user control over who receives which data

Digital Address
Identity:  John.doe@DTX

Personal Attribute Data
- Employee
- Consumer
- Student
- Health
- Insurance
- Etc.

Fix the root cause, versus treating the symptoms

User Privacy
We do not and will not own or keep user 
identity data.

Data Disclosures
Data disclosures are always under the 
control of the user.

No Data Consolidation
Personal identity data will not be consolidated.  It 
remains with the issuing sources.

Inclusivity
Include everyone despite technology 
limitation of the user.

Core Principles

Solution

mailto:John.doe@DTX


The march of time

Identity Creation  

Birth Record  
Identity by - Parents
Certified by - Medical Facility
Issued by - Government

Issued:
Birth Certificate    
SSN  
Medical Records 

John Smith

Student Life

Based on Birth Cert 
Enrollment in Elementary
Enrollment in School
Enrollment in University 

Issued:
Student ID 
Progress reports  
Diploma  

Adult Life  

Based on Birth Cert, 
Diploma, SSN  

Created / Issued:
Employee ID
Bank Account
Automobile Title
Real Estate Title
Medical Insurance
Health Records 
…. 

Accountability  

Identity Created by Trusted 
People & Given to John

Owned by John 
Real person behind the Identity
John responsible for that Identity 

Lifecycle of Identity In Real life



DLT

• Easy integration with existing infrastructure
• Easy to use  
• Easy to deploy  
• Includes non-tech savvy users 
• Privacy preserving accountability  
• Secure communications

Solution Highlights

• Place of Employment
• Educational Institution
• Financial Institution
• Driving License Issuing Authority
• Passport Issuing Authority 
• Medical / Pharmacy Facility

Digital Address creation: 

Can be easily bootstrapped from existing 
Trusted Identity sources like:

Architecture

Issuers

Issuers Agent

Service Provider

DA App or Card

User

FIDO

DA Service

Regional Directory Service 
for Users

Global Directory Service 
for Entities

ADIA Interchange



Governance, Interoperability and Value Chain

1. All Issuers, Service Providers and Users are fully vetted 
before onboarded on to the Interchange platform

2. Assurance levels for Issuers, Users and Credentials

3. Human binding to Digital Address (FIDO)

4. Issuers are part of value chain

5. Interchanges interoperate to create a global network

ADIA Interchange



Healthcare Platforms

Government Platforms

Financial Platforms

Enterprise Platforms

Social Media Platforms Education Platforms

Global Interoperability of ADIA Interchanges



Thank 
You!
Any questions?

You can find us at:
ramesh@digitaltrust.net
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